
 

                           Networking    

1. Basic concepts 
Server: is a computer that provides services to other computers. 
Client: is a computer that requests services from the server. 
Wireless: wireless communication is the transfer of information between two or more points that are not connected 
by an electrical conductor. 
Node: is a basic unit used in computer science. Nodes are devices or data points on a larger network. Devices such 
as a personal computer, cell phone, or printer are nodes. 
IP: An IP address is a label formed by a set of four numbers in a range between 0 and 254, separated by dots. That 

label identifies the direction of the device in the network.  
Internet: Is a global and decentralized network, which is formed by millions of computers and devices across the 
world. 
Routing is the process of selecting network paths to carry network traffic. Routing is performed for many kinds of 

networks, including circuit switching networks and packet switched networks. 

Router is a networking device that forwards data packets between computer networks. 

 
 hub is the central part of a wheel that connects the axle to the wheel itself. Many expressions use the term for a 

literal or figurative central structure connecting to a periphery. 

  

Switches A switch is distinct from a hub in that it only forwards the frames to the physical ports involved in the 

communication rather than all ports connected. 

 
token . It uses a special three-byte frame called a "token" that travels around a logical "ring" of workstations or 

servers. 

 

NIC(network interface controller)  is computer hardware that provides a computer with the ability to access the 

transmission media 

 

Firewalls is a network device for controlling network security and access rules. 

 

 



 

2. Networking types 

Wired: 
 

 Personal Area Network (PAN): is a computer network organized around an individual person within a 
single building. This could be inside a small office or residence. A typical PAN would include one or more 
computers, telephones, peripheral devices, video game consoles and other personal entertainment devices. 

  
 

 Local Area Network (LAN): consists of a computer network at a single site, typically an individual office 

building. A LAN is very useful for sharing resources, such as data storage and printers. LANs can be built 
with relatively inexpensive hardware, such as hubs, network adapters and Ethernet cables.  

  
 

 Metropolitan Area Network (MAN): consists of a computer network across an entire city, college campus 
or small region. A MAN is larger than a LAN, which is typically limited to a single building or site. Depending 
on the configuration, this type of network can cover an area from several miles to tens of miles. A MAN is 

often used to connect several LANs together to form a bigger network.  

  
 



 
 

 Wide Area Network (WAN): occupies a very large area, such as an entire country or the entire world. A 

WAN can contain multiple smaller networks, such as LANs or MANs. The Internet is the best-known example 
of a public WAN. 

  
 
 
 

Wireless: 
 

 Wireless Personal Area Network (WPAN): WPAN and PAN are similar but WPAN does not use wire 
connection. Some examples can be bluetooth technology or infrared transfer. 

 

 Wireless Local Area Network (WLAN): WLAN and LAN are similar but WLAN does not use wire 
connection. An example can be a typical domestic Wi-Fi network  

 

 Wireless Metropolitan Area Network (WMAN): WMAN and MAN are similar but WMAN does not use wire 
connection, for example the connection between networks of two different buildings in a company 

 

 Wireless Wide Area Network (WWAN): WWAN and WAN are similar but WWAN does not use wire 

connection, for example the network which is provided by a telephone company to connect mobiles. 

 

 

 

 

 

 

 

 

 



 

3. Networking topology 

Point-to-point (P2P): Is the simplest topology, consists only in two nodes connected with a dedicated link 
between them. 

 
Bus: Consists in a central cable or backbone, that as know as bus, across to which the nodes be connected. The 
signal goes from the source in both directions across the bus, searching the recipient node which must receive the 
data .It’s easy to install and the best for small networks, but the limited cable length limits the number of stations. 
Fault identification is difficult. Failure of one of the nodes doesn’t affect the others. It can be slow with heavy traffic. 
 
Line: Is similar to the Ring and Bus topologies; there’s a group of nodes, each one connected only with the previous 

and the next nodes like the Ring topology, but there’s a first and an end nodes. All the group act as backbone, and 
the signal jumps from the source to the intended recipient from node to node. 
 
Ring: Consists in a group of nodes, each one of them connected with the previous and the next nodes, making a 
closed topology, The signal jumps from the source’s node to the next node, and repeats the jump until the signal 
reach the intended recipient. It doesn’t need a central server but the failure of a single station makes the entire 
network inoperable. Reconfiguration is difficult  

 
Star: This topology consists in a central hub that acts as source, and serves to every node individually, making a 
point-to-point connection to each node. If a node wants to connect with another node, it must be done across the 

central hub. But if the central hub fails, the rest of the network fails too. Fault identification is easy and it’s also easy 
to modify. 
 

Tree: Has resemblance to the star topology; there’s a source node that connects to one or more nodes. Each of that 
nodes, in turn, can be connected to one or more another nodes, like a ramification. Installation is difficult. 
 
Mesh: The Mesh topology has some resemblance with the previous topologies. The connection runs through all the 
nodes, and every node connects to every other node but there isn’t a particular order in the distribution of the net. 
All the nodes are connected with each other, but they can be connected directly or jumping across other nodes. 
Failure of one node doesn’t affect the others. Failure identification is easy, but the installation is expensive and 

requires a large space. 
 
Fully connected: Is a type of mesh topology, where each node connects directly with each other. 
 
Hybrid: It’s a combination of 2 or more basic topologies. It’s useful for creating larger networks and to handle a 
large volume of traffic, but the installation is more difficult and expensive. 

 
                                                                                                                     combination of star &  bus 

 

4. Networking tools 

Cable: Is a piece or wire that has a connector in each end, which allows the device to connect with another network 
device. 
 
Hub: Is a type of wired connection, which has multiple ports. The hub receives the packets from one of the devices 
connected, and send it across all the ports. 
 
Switch: Is similar at the hub, but the switch can filter and forward packets between LAN segments. 

 
Modem: Modem comes from modulator-demodulator, and is the device that allows the computer to transmit data 

across the telephone lines. 
 



 
 
Router: The router can make the function of a modem and a switch, is a device that forwards data packets along 
two networks, frequently the internal network (LAN) and the external network. Actual routers can provide enough 

wireless connection to have a WLAN. 
 
Access Point: An AC is a device or software that acts as communication for users of a wireless devices  to connect 
to a wired LAN. Is frequently used to expand the connectivity provided by the router. 

 
Firewall: Is a hardware device or software that can filter the devices, programs and services that can access or  
leave from the network, and is used to prevent unauthorized access to or from a private network. 
 

WiFi boosters, repeaters, and extenders are mostly the same thing - devices to improve WiFi coverage. There 

isn’t a clearly defined difference between devices that manufacturers describe as “repeaters” and devices described 

as “extenders”. However, not all WiFi extenders work in the exact same way. 

5. Wired technologies 

 

coaxial cable: is widely used for cable television systems, office buildings, and other work-sites for local area 

networks. 

 
optical fiber cable: is a glass fiber. It carries pulses of light that represent data. Some advantages of optical fibers 

over metal wires are very low transmission loss and immunity from electrical interference. 

 

 
 

OSI model  

Is a conceptual model that characterizes and standardizes the communication functions of a telecommunication or 

computing system without regard to their underlying internal structure and technology. 

 
 

 



 

 

6.Network Protocols 

Introduction 

When two humans converse, they may have to use the same language but they generally understand each other 

without having to adhere to rigid rules of grammar or formal language frameworks. Computers, on the other hand, 

have to have everything explicitly defined and structured. Therefore, standard methods of transmitting and 

processing various kinds of information are used and these methods are called "protocols". 

TCP/IP  

TCP (Transmission Control Protocol) and IP (Internet Protocol) are two different procedures that are often linked 

together. This suite of protocols is what carries out the basic operations of the Web. TCP/IP is also used on many 

local area networks. When information is sent over the Internet, it is generally broken up into smaller pieces or 

"packets". The use of packets facilitates speedy transmission since different parts of a message can be sent by 

different routes and then reassembled at the destination. 

UDP and ICMP 

User Datagram Protocol (UDP) is used together with IP when small amounts of information are involved. It is 

simpler than TCP and lacks the flow-control and error-recovery functions of TCP. Thus, it uses fewer system 

resources. 

A different type of protocol is Internet Control Message Protocol (ICMP) . It defines a small number of messages 

used for diagnostic and management purposes.  

Mail Protocol  SMTP. 

Email requires its own set of protocols and there is a great variety, both for sending and for receiving mail. The most 

common protocol for sending mail is Simple Mail Transfer Protocol (SMTP). SMTP uses TCP for managing the 

transmission and delivery of mail across the Internet. 

Hypertext Transfer Protocol 

Web pages are constructed according to a standard method called Hypertext Markup Language (HTML). An HTML 

page is transmitted over the Web in a standard way and format known as Hypertext Transfer Protocol (HTTP). This 

protocol uses TCP/IP to manage the Web transmission. 

A related protocol is "Hypertext Transfer Protocol over Secure Socket Layer" (HTTPS), first introduced by Netscape. 

It provides for the transmission in encrypted form to provide security for sensitive data. A Web page using this 

protocol will have https: at the front of its URL. 

File Transfer Protocol 

File Transfer Protocol (FTP) lives up to its name and provides a method for copying files over a network from one 

computer to another. More generally, it provides for some simple file management on the contents of a remote 

computer Today, its primary use is uploading files to a Web site. It can also be used for downloading from the Web 

but, more often than not, downloading is done via HTTP. Sites that have a lot of downloading (software sites, for 

example) will often have an FTP server to handle the traffic. If FTP is involved, the URL will have ftp: at the front. 

 

 

7 .Wired vs Wireless Networks: Advantages and Disadvantages 
Wireless Networking is relatively cheaper than wired Networks since they require no cable installation between 

the computers and require less maintenance since there is less equipment.  

 

Wireless Networking is also very mobile and versatile; it is adaptable to most situations and needs.  

Wireless networks can easily be set up and dissembled, which is perfect for people who are on temporary 

worksites/homes or open space. It can also provide networking in places where regular wire cannot reach such as in 

your garden, since portable workstations such as laptops have become popular. 

 

It is also very easy to add other components onto this type of network such as easy installation of VoIP or printers 

without the need to configure ones computer. 

 

The main problems refer to reliability and security. They only require a wireless adapter which significantly increases 

the accessibility of the network to potential hackers. 

 



 

 

 

Wireless networks have limited bandwidth. When too many people in the same area use wireless networks, the 

transmission band can become overloaded. 

 

Wireless networks also a great chance of interference due to external factors such as fog and storms or when an 

aeroplane passes over the field.  

 

 

Wired networks offer the fastest transfer speed of all the networks. Gigabit Ethernet is currently the best choice 

for wired networks and provides speeds of up to one gigabite per second.  

 

Wired networks are not so much affected by interference and fluctuations in available bandwidth caused by factors 

such as walls. . 

 

Wired networks also have a better security system than wireless networks. The network itself is harder to connect to 

since it has to be physically connected to through wires. 

 

Wired networks have a more restricted mobility and greater cost. 
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