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BASIC CONCEPTS 
Internet security: Is a branch of computer security specifically related to the Internet. 

 
Malicious Software: is any software that brings harm to a computer system. 
 
Malware: a contraction of “malicious software”, malware is a general term used to describe software that infiltrates 
or damages a computer. 
 

Spyware: A type of software that collects information from your computer without your consent. 

 
Cookies: Small files used by web servers to know if you visited the site before. 
 
Encryption: A security method. 
 
FTP: File Transfer Protocol. 
 

Spam: Unsolicited email sent in bulk to a large number of random accounts. 
 
hacker: someone who accesses computer information illegally. 
 
IP: Internet Protocol address. 
 

Antivirus: Protection software designed to defend your computer against malicious software. 
Cache: is a repository for stored data. 

 
SSL (Secure Sockets Layer): a protocol which provides secure transactions. 
 
Firewall: are configured of hardware of software with specific criteria to block or prevent unauthorized access to a 
network. 

 
Hacker/ Cracker: An intruder who breaks into computer system for fun or to steal information or propagate viruses. 
 
Digital certificate: It is an electronic "passport" that allows a person, computer or organization to exchange 
information securely over the Internet using the public key infrastructure (PKI). A digital certificate may also be 
referred to as a public key certificate. 
 

 
 

MALWARE 
Signs of infection 

Your computer could be infected with malware if you notice some of these signs: 
 

 Your computer is running very slowly: malware usually slow down your computer, your Internet or your 
applications because takes a lot of resources. 

 Pop-ups: a lot of unexpected pop-up windows appear in your desktop. Those pop-ups are usually links to 

fake shops or webs plagued of malware. 
 Crashes: The modern versions of Windows use to be more stables than older versions. That’s why, if you 

computer start crashing frequently, showing you the famous Blue Screen, your computer can be infected. 
 Suspicious hard drive activity: An excessive activity on your hard drive, when you aren’t  using it and there 

are no programs or downloads running, can be a sign of infection, although it can also be a sign of hardware 
failure of the disk. 

 Running out of hard drive space: Malware can increase your physical storage space, make disappear files or 
change their names. 

 Unusual high network activity: An high network activity can be a sign of infection, but first you need check if 
there’s any Windows update running, some application downloading or uploading data, or some program 
updating. If your computer isn’t doing any of these, you should check where are going your traffic and check 

for a malware infection. 



 Unexpected changes in your web browser: If your browser has doing weird things, like add new toolbars, 
change your homepage or redirecting to unwanted web addresses, your must run a complete scan for 
malware.  

 Unusual messages or programs running automatically: Some dangerous kinds of malware can show you 
programs opening and closing automatically, show strange windows in the booting process, shut down your 
computer without reason or make you lost access to some of your drives. In that case, frequently you must 

format and reinstall all your system. 

 Antivirus disabled: When your antivirus don’t work right you could have a malware slowing down his 
functioning. 

 Your contacts receive strange messages from you: If your friends tell you they are receiving messages from 
you that you don’t remember have sent, you could be infected. Log out from your accounts while you’re not 
using them, set strong passwords or use two-factor authentication can minimize the risk of infection. 

 
 

HOW VIRUSES WORK 

 

Types of malware  
 
To know what can threaten your data you should know what malicious programs (Malware) exist and how they 
function. Malware can be subdivided in the following types: 
 

 Viruses: programs that infect other programs by adding to them a virus code to get access at an infected file 
start-up. This simple definition discovers the main action of a virus – infection. The spreading speed of 
viruses is lower than that of worms. 

 Worms: this type of Malware uses network resources for spreading. A self-copying program that spreads 
through email attachments. It replicates itself and sends a copy to everyone in a contact list. 

 Trojans: Malicious software disguised as a useful program. Depending on the conditions delete information 
on discs, make the system freeze, steal personal information, etc. this Malware type is not a virus in 

traditional understanding (i.e. does not infect other programs or data) 
 Backdoors; Is like a trojan or worm, that opens a “backdoor” in the computer that provide a network 

connection for hackers or other malware. 
 Spyware: software that allows to collect data about a specific user or organization, who are not aware of it. 

You may not even guess about having spyware on your computer.  

 Phishing: is a mail delivery whose aim is to get from the user confidential financial information as a rule. It 
attempts to fraudulently acquire sensitive information, such as passwords and credit card details, by 

masquerading as a trustworthy person or business in an apparently official electronic communication, such 
as an email or an instant message. The messages contain link to a deliberately false site where user is 
suggested to enter number of his/her credit card and other confidential information. 

 Jokes: software that does not harm your computer but displays messages that this harm has already been 
caused, or is going to be caused on some conditions. This software often warns user about not existing 
danger, e.g. display messages about hard disc formatting (though no formatting is really happening), detect 

viruses in not infected files and etc. 
 Spam: anonymous, mass undesirable mail correspondence. Spam is political and propaganda delivery, mails 

that ask to help somebody. Another category of spam are messages suggesting you to cash a great sum of 
money or inviting you to financial pyramids, and mails that steal passwords and credit card number, 
messages suggesting to send them to your friends (messages of happiness), etc. spam increases load on 
mail servers and increases the risk lose information that is important for the user. 

 Browser Hijacker:  is a type of malware program that alters your computer's browser settings so that you 

are redirected to Web sites that you had no intention of visiting. 

 
 



 
 

Improving security 
Essential steps 

1. Keep your Windows operating system up to date. 

2. Keep your software up to date. 
3. Create a Clean Installation restore point. 
4. Install a traditional antivirus solution against viruses 
5. Backup your system regularly. 
 
Don't do this 

1.Be careful online and don’t click suspicious links. 
2.Don't give your password to anybody. 
3.Don't use the same password in different sites. 
4.Don´t download anything from strangers websites. 
5.Don't use opens WIFI to send important and personal information. 
 

 
Security software 
Any program that provides security for a computer or network. Examples are: 
Avast 

Avira 
AVG 
Combofix 

Panda Cloud Antivirus 
Norton 
 

HOW A FIREWALL WORKS 

 

 

 



Cybercrimes 
 
Breaking into a computer system without permission is a cybercrime. Cybercrimes include any criminal act dealing 

with computers and networks. Examples are: 
 

 Fraud and financial crimes: Are common form of theft altering the data before entry or entering false 
data, or by entering unauthorized instructions or using unauthorized processes. It usually includes bank 
fraud, carding, identity theft, extortion, and theft of classified information. 

 
          Cybersquatting: The act of registering a famous Domain Name and then selling it for a fortune. 

 
         Phishing: Getting passwords for online accounts or credit card numbers by using emails that look like they 
are from real organizations or companies, but are in fact false. Then 
 
          IP spoofing: making a computer look like (similar) to another in order to get unauthorised access. 
 

 Cyberterrorism 
Intrusions by cyberterrorists,  oreign intelligence services, or other groups to map potential security holes in critical 
systems. A cyberterrorist is someone who intimidates a government or organization to advance his or her political or 
social objectives by launching a computer-based attack against computers, networks, or the information stored on 
them. 
 

 Cyberextortion 

Cyberextortion occurs when a website, e-mail server, or computer system is subjected to or threatened with 
repeated denial of service or other attacks by malicious hackers. These hackers demand money in return for 
promising to stop the attacks and to offer "protection". Many cases go unreported in order to keep the victim's name 
out of the public domain. Perpetrators typically use a distributed denial-of-service attack. 
 

 Cyberstalking /Cyberbulling/ Harassment 
harassment directs obscenities and derogatory comments at specific individuals focusing on gender, race, religion, 

nationality, sexual orientation. This often occurs in chat rooms, through newsgroups, and by sending hate e-mail to 
interested parties. Harassment on the internet also includes revenge porn. 
 

 Propagation of illegal obscene or offensive content 

 

 Spreading computer viruses and malware. 

 Piracy: The illegal copy and distribution of copyrighted software or data. 
 

 Plagiarism or theft of intellectual property: copying somebody else’s work pretending to be yours. 
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